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APPLICATION- DATA: 

PUB-NO APPL-DATE APPL-NO DESCRIPTOR 

RU 2137197C1 November 20, 1998 1998RU-0120670 

INT-CL (IPC) : G06 K 19/08_; G07_ D 7/00 

ABSTRACTED-PUB-NO: RU 2137197C 
BASIC- ABSTRACT: 

NOVELTY - One label from set of protection labels is designed as image which 
identical to identification contrast image of article. Information carrier has 
base, which has region which is made from magnetic material, shaped as strip and is 
covered from visual perception by code data. 

DETAILED DESCRIPTION - One protection label is designed as image which is subjected 
to cryptog raphic modulation using key k, of at least part of identification 
contrast image of article. Another protection label is made from material which has 
stochastic mix of at least two stable isotopes with different atomic weights. These 
label is detected by means of unit for detection of reference stochastic values for 
ratio of weight of isotopes with different atomic weights. 

USE - Detection of authenticity of bank notes, securities, credit documents, 
standard labels of articles. 

ADVANTAGE - Optical detection of information field of information carrier. 2 cl, 1 
dwg 
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Plimmer, "Digital protection in a digital age", from SPIE vol.3314, pp. 132-139, 
1998. 

Schyndel et al., "A digital water mark", from Image Processing-, Proceedings, ICIP- 
94, IEEE Inter, Conf., vol.2, pp. 86-90, 1994. 

Tirkel et al., "A two-dimensional digital watermark", from Scientific Technology, 
P.O. Box 3018, Gendy Brighton, Australia 3186. 

Tirkel et al., "Image water marking--a spread spectrum application", from Spread 
spectrum Techniques and Applications Proceedings, IEEE 4th Inter. Symposium, vol.2, 
pp. 785-789, 1996. 

Anderson et al., "Risk management monograph". Journal of Retail Delivery 
Strategies, vol. 6, pp. 7-22, Aug. 1995. 

Berger, "System security trends", ABA Bank Security & Fraud Prevention, vol. 4, No. 
\^9,' pp. 8-11, Sep. 1997. ^^V" 
"EFT. Deals' with the network audit dilemma". Anonymous Bank Network News, vol. 13, 
No. IV pp. 5-8,/ May 27, 1994. 

Weinberg, "No worries : ' the r.e ' s no reason to trouble yourself with an IPv6 upgrade 
yet, though your may want'to jot it down in your five-year pllanner". Network Work 
Jour. • ' 

■f 

ART-UNIT: 274 • 

PRIMARY-EXAM INiiR: Trammell; James P. 
ASSISTANT7EXAMINER: Nguyen; Cuong H. 

ATTY-AGENT-FIRM: Whitham, Curtis & Whitham Kaufman,', Esq . ; Stephen C. 

\ 

ABSTRACT:! \ 

A visibleliseal or label containing a serial number is placed in plain view on the 
product packaging. The visible label contains the serial number as well as a first 
public key encrypted version of the serial number. A second or hidden label inside 
of the package has thereon a second a second encrypted version of the serial number 
made using a second public key. The hidden label may be^^secured inside of the 
package ^out of sight or may be placed on the back of the^'vi-Mible label and 
therefore viewable through a transparent case when opened or visible when peeled 
off. The private keys, are known only to the manuf ac^tjurer . >,Using a corresponding 
public/key provided by the manufacturer, the consumer, law enforcement agent, or 
customs inspector can verify that the encrypted version matches the serial number. 

.An advantage to this method is that only the manufacturer can produce matching 
pairs.^ Moreover, using a point of sale machine equipped with the public key the 
isales clerk can authenticate the product in front of the consumer at point of 
purchase. Additionally, in the case of a CD or other digital medium, the hidden 

-label may comprise a digital watermark of the encrypted serial number such that a 
consumer, law enforcement agency, or customs inspector can readily detect a 
counterfeit product. 

17 Claims, 5 Drawing figures 
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AB^ RACT : ^ 

>^ ^ — ^ 

4y A system and method for dpjy qt^rif|_p;^v^^ ng of an item, include forming at 

least one of a coating and a code on the i temT^ntrtsrrogating the at least one of 
the coating and said code, and determining from the interrogating whether the item 
has been transferred from an authorized merchant to an unauthorized merchant. 
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CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] The present application is related to U.S. patent application Ser. No. 

09/ , filed on , to Arnold Halperin et al., entitled "METHOD AND 

SYSTEM FOR PREVENTING COUNTERFEITING OF HIGH PRICE WHOLESALE AND RETAIL ITEMS" 
having IBM Docket No. Y0998-287, assigned to the present assignee, and incorporated 

herein by reference, and to U.S. patent application Ser. No. 09/ , , 

filed on , to Don Coppersmith et al. , entitled "SYSTEM FOR PROTECTION OF 

GOODS AGAINST COUNTERFEITING " having IBM Docket No. Y0998-313, assigned to the 
present assignee, and incorporated herein by reference. 
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A system and (method for de tecting para l lel marketing of a n item^Anclude forming at 
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the coating and said code, and determining from the interrogating whether the item 
has been transferred from an authorized merchant to an unauthorized merchant. 
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ATT Y-AGENT -FIRM: Mild, Hoffberg & Macklin, LLP 

ABSTRACT: 

An authentication system comprising a medium having a plurality of elements, the 
elements being distinctive, detectable and disposed in an irregular pattern or 
having an intrinsic irregularity. Each element is characterized by a determinable 
attribute distinct from a two-dimensional coordinate representation of simple 
optical absorption or simple optical reflection intensity. An attribute and 
position of the plurality of elements, with respect to a positional reference is 
detected. A processor generates an encrypted message including at least a portion 
of the attribute and position of the plurality of elements. The encrypted message 
is recorded in physical association with the medium. The elements are preferably 
dichroic fibers, and the attribute is preferably a polarization or dichroic axis, 
which may vary over the length of a fiber. An authentication of the medium based on 
the encrypted message may be authenticated with a statistical tolerance, based on a 
vector mapping of the elements of the medium, without requiring a complete image of 
the medium and elements to be recorded. 

52 Claims, 5 Drawing figures 
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